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Overview

MIMIC is distributed as a compressed file for each of the platforms referred to in this manual.
MIMIC is available on a CD-ROM or by a download from the Web. In either case, it is
necessary to uncompress the file and extract its contents onto your system.

You only need to download MIMIC when a new release is issued; the retail version of MIMIC is
identical to the evaluation version except for the license keys. Permanent license keys are
included with your purchase.

If MIMIC is already installed, determine the version you are running by looking at the
Help>About menu or at the contents of the config/version file. Download MIMIC again only
if a newer version is available. If you are upgrading from an older release, terminate from
MIMIC before running the install program. Uninstalling the older release is not necessary, since
this will provide a backup in case of problems with the newer release.

To terminate from MIMIC:
1. Click on File.
2. Click on Terminate.

Please review the MIMIC Frequently Asked Questions page after having installed MIMIC.
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Preparing for Installation
Windows Platforms

MIMIC Virtual Lab supports the following Windows platforms:

Windows XP

Windows 2000

Windows NT 4.0 Service Pack 4 or newer
Windows Server 2003

Windows Vista Business Edition

With Java Runtime Environment (JRE) 1.6.

This section describes requirements for the Windows platforms. Later in this section, common
problems encountered while running MIMIC on Windows are discussed, along with their related
fixes.

Administrator Privileges

You must have Administrator privileges to install and to run MIMIC. The install script requires
write access to restricted parts of the Registry. Therefore:

¢ Install MIMIC from a user account with Administrator privileges; and
e Run MIMIC from a user account with Administrator privileges.

By establishing a separate user account with Administrator privileges, you can control access to
this functionality.

Firewalls

Due to pervasive security attacks against Windows systems connected to the Internet, it has be-
come common to run a software firewall on recent versions of Windows.

MIMIC will coexist with a software firewall, provided that the firewall is configured to recog-
nize MIMIC as a program allowed to access the network. MIMIC will, due to its very nature of
simulating networked components, open network sockets and communicate with external appli-
cations (eg. network management applications, telnet clients, etc).

There are certain components of MIMIC that will access the Internet (eg. specific web sites to
determine software updates, etc).
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File Systems and Windows Disk Space

MIMIC creates many small files for its simulations. Other file systems, such as NTFS or Unix,
efficiently handle these small files. However, the FAT (or FAT16) file system, which operates
on some Windows NT operating systems, requires 10 to 100 times more disk space than other
file systems. To display the file system installed on your system, select the Properties dialog on
your partition from the Windows Explorer.

Assigning IP Addresses

MIMIC requires at least one operational network interface card (NIC). On Windows NT, 2000,
XP or Server 2003, as on the Unix platforms, MIMIC dynamically assigns IP addresses when
starting each agent instance.

Duplicate IP Addresses

You must not have duplicate IP addresses on a connected network. If Windows detects that an IP
address on one of its NICs conflicts with another system (resulting in a duplicate IP address), it
tries to resolve this problem by shutting down the NIC and displays a message such as the
following:

The System has detected an IP address conflict with another system on the network. The local
interface has been disabled. More details are available in the system event log. Consult your
network administrator to resolve the conflict.

NOTE: on Windows 2000, XP or Server 2003, the agent will not start and will print an error
message in the Log.
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Media Sense on Windows 2000 or newer

Newer versions of Windows (Windows 2000 onwards) have a TCP/IP feature whereby it can
sense if a NIC is actually connected to the network. By default, a NIC is disabled if it is not
found to be on the network, which prevents agents from starting in MIMIC. There is a way to
disable this behavior so that you can work on standalone Windows 2000/XP machines. Attached
is the Microsoft KB article on this topic. Please remember to make a copy of your registry before
making any changes just to be on the safe side.

How to Disable Media Sense for TCP/IP in Windows 2000

The information in this article applies to:

a Microsoft Windows 2000 Advanced Server

b Microsoft Windows 2000 Datacenter Server
c.. Microsoft Windows 2000 Professional

d Microsoft Windows 2000 Server

SUMMARY

Windows 2000 contains the "Media Sensing" feature. You may use this feature on
a Windows 2000-based computer using Transmission Control Protocol/Internet
Protocol (TCP/IP) to detect whether or not your network media is in a "link
state". A "link state" 1s defined as the physical media connecting or
inserting itself on the network. For example, assuming a 10bt or 100bt
physical media, Ethernet network adapters and hubs typically have a "link"
light to indicate the current connection status. This is the same condition in
which Windows 2000 can detect a link. Whenever Windows 2000 detects a "down"
state on the media, it removes the bound protocols from that adapter until it
is detected as "up" again. There may be situations where you may not want your
network adapter to detect this state, and you can configure this by editing
the registry.

NOTE: 10b2 or coaxial (RG-58) Ethernet cable is not a connection-based media.
Because of this, Windows 2000 does not attempt to detect a "connect" state if
this type of cabling is used.

MORE INFORMATION

WARNING: Using Registry Editor incorrectly can cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee
that problems resulting from the incorrect use of Registry Editor can be
solved. Use Registry Editor at your own risk. For information about how to
edit the registry, view the "Changing Keys and Values" Help topic in Registry
Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and
"Edit Registry Data" Help topics in Regedt32.exe. Note that you should back up
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the registry before you edit it. If you are running Windows NT or Windows
2000, you should also update your Emergency Repair Disk (ERD).

To prevent your network adapter from detecting the link state:
NOTE: NetBEUI and IPX do not recognize Media Sense.

1. Use Registry Editor (Regedt32.exe) to view the following key in the
registry:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters
Add the following registry wvalue:
Value Name: DisableDHCPMediaSense
Data Type: REG_DWORD —-Boolean
Value Data Range: 0, 1 (False, True) Default: 0 (False)

Description: This parameter controls DHCP Media Sense behavior. If you set
this wvalue data to 1, DHCP, and even non-DHCP, clients ignore Media Sense
events from the interface. By default, Media Sense events trigger the DHCP
client to take an action, such as attempting to obtain a lease (when a connect
event occurs), or invalidating the interface and routes (when a disconnect
event occurs).

2. Restart your computer.

NOTE: There are some side effects of disabling the "Media Sensing" feature.
For example, if you have a machine with two network adapters, and you have the
"Media Sensing" feature enabled, if one network adapter does not work, it is
unbound, and associated routes are removed so that all traffic goes through
the other network adapter (assuming a default gateway is there). Also, if you
are a roaming (portable) user, the "Media Sensing" feature is what provides
the ability to connect to any network and have everything work, without
restarting, release and renewing, and so on. After disabling Media Sense and
restarting, Windows 2000 still shows the "Network Disconnected" icon on the
TaskBar and the 'ipconfig' command still shows a "Media State .....: Cable
Disconnected" message when the cable 1is disconnected. However, the Network
Interface is bound to TCP/IP and you can verify this by looking at the route
table—you can use the "route print" command—which shows the interface 1IP
address (you are also able to ping the IP address assigned to the NIC).

*END*
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Windows Vista
1. User Account Control

Windows Vista has the new User Account Control feature, which impacts the running of
MIMIC. For details, consult this Analysis of the Windows Vista Security Model from
Symantec. In order to enable to run MIMIC on Vista, you have 2 options:

= Disable User Account Control

This turns UAC off globally. NOTE: do this only if you are aware of the implications of
this action.

- Open User Accounts via Start->Control Panel->User Accounts->User Ac-
counts.

* Click on Turn User Account Control on or off

= (Clear the checkbox for Use User Account Control (UAC) to help protect
your computer.

* Click ok

= A dialog will popup prompting you to Restart Now or Restart Later. Choose appro-
priately. User Account Control will be disabled once the system reboots.

*  Run MIMIC with User Account Control enabled
This involves changing the access control level of the MIMIC programs.

= Change the privilege level of MIMIC Virtual Lab application in the MIMIC Start
Program group using the following steps:

= Click start->A11 Programs—>MIMIC Virtual Lab ... x.xx

* Move the cursor to the MIMIC Virtual Lab ... entry

= Right click and select Properties.

» Inthe compatibility tab, check Run this program as an administrator

* Once this is done, MIMIC Virtual Lab can be started as above or by running the
VLABx.bat script in the bin folder of the MIMIC installation.

» IfMimicD.exe will be run directly, set the privilege level of it using the following steps:

= In Windows Explorer, select it.
= Right click and select Properties.
* Inthe compatibility tab, check Run this program as an administrator

2. Duplicate Address Detection
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On Windows Vista, the new TCP/IP stack tries to do "duplicate address detection" by de-
fault. This prevents MIMIC from starting agents, because IP aliasing is delayed, and even
with a workaround in our software would unacceptably slow down the starting of agents. To
correctly workaround the problem, you need to disable "duplicate address detection" for the
network interface using the Windows net sh utility:

netsh interface ipv4 set interface "name or index" dadtransmits=0
The interface name and index info can be obtained by

netsh interface ipv4 show interfaces

For example:

H:\>netsh interface ipv4 show interfaces

Idx Met MTU State Name
1 50 4294967295 connected Loopback Pseudo-Interface 1
7 20 1500 connected Local Area Connection

H:\>netsh interface ipv4 set interface "7" dadtransmits=0

3. Vista Power Management

The default power options will put the Windows Vista system to sleep after 1 hour of I activ-
ity. To disable this, perform the following:

OpenPower OptionslhdngControl Panel->System and Maintenance->Power Op-

tions.
Change preferred Plan from Balanced to High Performance.

Verify by clicking on Change Plan Settings for High Performance. Ensure that Put the
computer to sleep setting is Never.

4. Program Compatibility Assistant

After the install is completed or aborted, the Program Compatibility Assistant may prompt
with the message

This program might not have installed correctly.
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Please select This program installed correctly if the install completed. Else, select
Cancel.

Debugging

Crashes can be analyzed post-mortem using the Dr. Watson's crash dumps. This requires that Dr.
Watson be enabled to handle any application exceptions on the system.

To install Dr. Watson as the default exception handler:
Click Start->Run.

Type drwtsn32 -i

Click Ok.

A subsequent crash should popup the Dr. Watson dialog. Search for the following files in the
Windows directory (this location can be changed using the Dr. Watson GUI) : drwtsn32.1log
and user.dmp . Send these to Gambit Technical Support (support@ gambitcomm.com).

Known Problems

Gambit is constantly improving MIMIC’s performance. The following problems while running
MIMIC on a Windows platform have been identified:

e Windows NT/2000/XP/Server 2003 — 1If the host is using DHCP to obtain its address, no
agent instance can use that same address to export a MIB. The problem is that stopping the
agent results in the deletion of this address and shuts off TCP/IP services (ftp/telnet/internet).

To restore operation:

o REBOOT, or
° Start the agent on the DHCP assigned address again (i.e., keep it running).

¢ On Windows, certain network interface cards have limitations supporting multiple IP ad-
dresses. In particular, some adapters and/or drivers from 3com have been giving us trouble
(e.g. 3C905-TX or 3Com 3C90x Ethernet Adapter). The symptom is that a small number of
agent instances can be started and polled correctly, but connectivity is lost to the box when
starting more.
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Installation
Step 1: Get the MIMIC distribution

If you have a CD-ROM, copy the distribution file for your platform from the CD-ROM to a
temporary directory. Go to Step 2.

If you do not have a CD-ROM, you can request a download of MIMIC from Gambit
Communications’ website at www.gambitcomm.com/support. The download URL will then be
e-mailed to you.

Step 2: Uncompress, extract and install the distribution

1. Run the self-extracting mimic_vlab.exe from a system with an Administrator account. The
Welcome screen appears:

EHIHIE VYirtual Lab CCHA Setup: Welcome = B |

Welcome to the MIMIC Virtual Lab
CCNA 4.30 Setup Program.

You are about bainstall the MIMIC Virtual Lab JCRA 4,30 Far
Windows MT4/2000/%P 2003 ista, In case of any problems
please contact Gambit Communications, Inc, at
suppart@agarmbitoarnm, com ar (6030 §51-3500,

WARMNING: This program is protected by copwright law and
international treaties,

Inauthorized reproduction or distribution of this program, or
any partion af i, may resulk in severe civil or criminal
penalties, and will be prosecuted to the maximum exkent
possible under law,

lick. Mexkt to continue.,

Zancel |

MIMIC Virtual Lab Installation GUIDE Page 11



2. Click on Next. The following screen appears:

E MIMIC ¥irtual Lab CCHA Setup: License Agreement = = |

License Agreement

Please review the license terms before installing MIMIC Yirtual
Lab CICMA,

Press Page Down o see the rest of the agreement.

e
* MIMIC Licerse Information * ﬂ

CAREFULLY READ THE FOLLOWIMNG LEGAL AGREEMENT. THE SOFTWARE
FPROVIDED '"WITH THIS AGREEMENT (THE "SCFTWARE") IS LICENSED AMD
[TS UISE IS SUBJECT T THE TERMS AND COMDITIONS BELCW. IF YOU

DO MOT AGREE TO THE TERMS OF THIS AGREEMEMT, PROMPTLY DESTROY
THE SOFTWARE AMD DOCUMEMTATION,

=

If wou accept the terms of the agreement, click I Agree ko continue, You musk accept the
agreement to inskall MIMIC Yirtual Lab CCRA,

[ 1agres
i C e = e e R

< Back I ekt = I Zancel

Continued next page...
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3. Read the License Agreement, and click I Agree. The next screen will not appear unless you
accept the License Agreement. Click Next to continue.

MIMIC ¥irtual Lab CCHA Setup: License Agreement I =] |
i 2 License Agreement

Please review the license kerms before inskalling MIMIC Yirtual
Lab CiCMA,

Press Page Down ko see the resk of the agreement,

FY
* MIMIC License Information * ﬂ

CAREFULLY READ THE FOLLOMWIMG LEGAL AGREEMENT. THE SOFTWARE
PROVIDED '"WITH THIS AGREEMEMT (THE "SOFTWARE") IS LICEMSED AMND
IT5 SE I3 SUBJECT TO THE TERMS AND COMDITIONS BELOW. IF ¥OU

DO MOT AGREE TO THE TERMS OF THIS AGREEMEMT, PROMPTLY DESTROY
THE SOFTWARE AMD DOCUMEMTATION,

=

If wou accept the kerms of the agreement, click I Agree to continue, You musk accepk the
agreement ko inskall MIMIC Virtual Lab CCHA,

i

L L el et e e

< Back I Mext = I Zancel

Continued next page...
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Installation

4. Then following screen appears:

EHIHIE VYirtual Lab CCHA Setup: License Keps

Do you have MIMIC Yirtual Lab CCHA licensze keys?

Select "Mao" b receive information necessary o refrieve license
kevs,

e L = FE e e

Continued next page...

Page 14 MIMIC Virtual Lab Installation GUIDE



5. Click on No if you do not have the necessary license keys, then click Next to continue. The
following dialog pop-up will provide you with the instructions and information required to
obtain one. If you have received a licensing ticket, you can redeem it for a license key
yourself by providing the HOSTID displayed in this dialog. Otherwise, copy/paste the in-
formation into an e-mail request to us.

EHIHIE Yirtual Lab CCHA Setup: Contact Gambit = B |

S
A

Retrieve MIMIC license keyps

Contact Gambit Communications For MIMIC License kews
necessary ko run the software,

If wou have already received a license kicket Fram Gambit, then vou can use it to ;I
issue voursell license keys,

Else, please contact MIMIC Technical Support at suppork@gambitcomm, com
with the Fallowing required infarmation, which you can copy/paske:

Mame:  Your Mame

Produck: MIMIC Wirtual Lab CCHA

HoskID:  WSe15F4351

E-mail:  Address where we will send the license kews

Maote: This will terminate the installation process, Please
restart installation after receiving the license email,

e e | e A

< Back

Continued next page...
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Installation

Click on Yes if you have the necessary licenses for MIMIC Virtual Lab. The MIMIC Virtual
Lab License keys screen appears:

EHIHIE Yirtual Lab CCHA Setup: Enter License Keys

Please enter the licenze keys for the components below.

MOTE: You can enter them laker on by editing the individual
config/*.lic files,

R i s e

6. Enter the License Keys. This is best done by using the Windows copy/paste feature. Then
click Next.

Continued next page...
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Installation

7. The Choose Java Location screen is then displayed.

EHIHIE VYirtual Lab CCHA Setup : Choosze Java 1.6 Location

Choosze Java 1.6 Location

E:'\Program Files)Jawvaljred!bin |

] EE [ B e e e

Continued next page...

MIMIC Virtual Lab Installation GUIDE Page 17



8. MIMIC Virtual Lab requires the use of the Java(TM) 2 Runtime Environment 1.6.0 or later.
The setup program automatically detects the Java 1.6. If it is not detected then following
screens appear with instructions to install Java 1.6 otherwise go to Step 8.

¥) MIMIC Virtual Lab and JRE - Mozilla Firefox O] ]
File Edt “iew Higtory Bookmarks Tools  Help

= @ o || edtEDocuments and Settings/nabindLocal Setings/T empdMimic200904201 95024 vlabjavahim 77 ~ |'|Google y .

¥

|2 Mast Visted |_] Yahoo! Mal ~ Mews  Money - LatestHeadlines |:| batch file commands |j C# Tutarial |l] Configuring ¥our MMS . |j district | Edu

MIMIC Virtual Lab Online Documentation

== Previous Zection Mext Section ==

MIMIC Virtual Lab and JRE

« Requirements

TITC Virtual Lab recuires the use of the Java Platform, Standard Edition (Java ZE) 6 or later. If vou don't have i, download it from Sun Microsystems.

== Previous Section  Mexmt Section ==

Done

Continued next page...
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Installation

EHIHIE Yirtual Lab CCHA Setup : Choose Jara 1.6 Location

Choosze Java 1.6 Location

T e LA el et

E! MIMIC ¥irtual Lab CCHA Setup

1\

Continued next page...
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Installation

9. Then following screen appears if Java 1.6 is installed properly otherwise Step 8 above is re-
peated.

EHIHIE Yirtual Lab CCHA Setup : Choose Jara 1.6 Location

Choose Java 1.6 Location

E:\Program Fi|l='._,5'I;Ja'-.f-E|'I,erE|'I,|:IiI'| |

o U C e e e i

Continued next page...
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Installation

10. Click Next to continue

EHIHIE VYirtual Lab CCHA Setup: Install Area

Choose Install Location
Chonse the Falder in which ko install MIMIC Yirkual Lab CCNA,

L e e s s

Select a destination folder for your MIMIC Virtual Lab installation:

e (Click on Next to install MIMIC Virtual Lab in the default folder shown next to the
Browse button; or,

e (Click on Browse and follow the instructions on screen to select a different folder for
MIMIC Virtual Lab. The following screen appears:

Continued next page...
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Installation

E Browse For Folder

3 MyDecunents
i iy Computer
g by Metwork Places
i etc
D fachar
1) mimic-update
I pics
ﬁ plugin
i) prototype
i) vhe

Click OK after slecting the desired folder to install. Then following screen appears:

Continued next page...

Page 22 MIMIC Virtual Lab Installation GUIDE



Installation

E]HIHIE VYirtual Lab CCHA Setup: Inztall Area

Choosze Inztall Location
Choose the Folder in which toinstall MIMIC Yirtual Lab CCMA,

. C:ynabinMIMIC-YLabCCMA, 430 i

Choosze Start Menu Folder

Choose a Stark Menu Folder For the MIMIC Yirtual Lab CCMA
shorkcuts,

{Accessories
AT !
Administrative Tools
fpache HTTP Server 2.2.6
|Canon Utilities
CDBurnersP Pro 3
Cikrix
Creative

Dell Accessories
Dell Suppoart
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Installation

11. You may type a new folder name, or select one from the existing Folders list, or use default
Folder e.g., MIMIC Vlab 4.30. Click on Next to continue.

EHIHIE Yirtual Lab CCHA Setup: Installing Files

Installing
Please wait while MIMIC Yirkual Lab CCMA is being installed,

T e LA el et

12. MIMIC will be installed in the directory selected in Step 10. After copying installation files,
following screen pops up:

Continued next page...
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EIMIMIC Virtual Lab CCNA Setup: Complete = = |

Setup Completed!

Setup is complete now,

Please go through the documentation.

In case of any problem contact
supporb@gammbitcomm, com or 1-603-881-3500

Click Finish ko complete Setup and open the program folder,

[T Wiew the MIMIC ¥irtual Lab CCMA Online Documentation. |

= BAr l Finish I = |

EJMIMIC Virtual Lab CCNA Setup: Complete == |

Setup Completed!

Setup is complete now,

Please go through the documentation.

In case of any problem contack :
support@garmbitcomm, com or 1-603-351-3500

Click Finish ko complete Setup and open the program folder,

W ¥iew the MIMIC Yirtual Lab CCMA Online Documertation.

= Hack I Finish I aniee]
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Select “View the MIMIC Virtual Lab Online Documentation” to view MIMIC Virtual Lab
online documentation after finishing the installation. Then MIMIC Virtual Lab Installation
will complete with following windows:

& E-\Documents and 5ettings\nabin\5tart Menu\ProgramsA\MIMIC Virtual Lab CCHA 4.30

J Fle Edit ‘“iew Fawvortes Toolz Help | ﬂ.‘
J.fi".gldress I'rﬂ E:\Documents and SettingsihabintStart MenuProgramsshIMIC Wirtual Lab EEN.-’-‘-.j ] Go |J L Gk 2
J m‘!’. vl j | Search Desktop -~ & 7] | a8 - 4% Spaces - | 22
& | Mame = | [ ate Modified | Sizel Type
File and Folder Tasks = mHelp 4/20/2009 242 PM 1KE  Shortout
9 Mk fold £ MIMIC Virtual Lab CCHA 4/20/2003 3:42 P 1KE  Shortcut
S ek & mi okl B Readme 4/20/2009 342 FM TKE  Shortout
L2 Ejggﬂ‘ this folder to the 28 Urilnstal 4/20/2009 3:42 PM 1KE  Shortcut

2 Share this folder

»

Other Places

Programs

ﬂ My Documents
[ Shared Documnents
¢ My Computer

&) My Network Places

Details &

MIMIC Virtual Lab CCHA

4.30
File Falder -|4] | _,I
|4 objects |2.EIEI kB | J tAy Computer 5

Continued next page...
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E? MIMIC Virtual Lab Online Help O] =]

H & = &

Hide Back Fomward  Print

G

Contents I|ﬂdE:-: I Eearchl

R Quick Start Guide

*g MIMIC Virtual Lab Online

T

2 MIMIC Yirtual Lab User Guide 0 MEentLa ey
R Lab Exercises

e Supported |05 Commarnds : ; - .

i Fan << Preyious Section Next Sectionz>

> Common Error Messages
R \Windows Installation Instuctions 1. Table of Contents

How do | change Lab IP addresses Release Notes
MIMIC Wirtual Lab and JRE 3. Windows Installation Instructions
MIMIC Wirtual Lab Release Motes

N

4. Quick Start Guide This button @uickStar t |5 used throughout
the documentation as a shortcut into the Quick Start Guide.
Virtual Lab User Guide

Virtual Lab and JRE

Appendix A: Virtual Lab I0S Commands

Appendix B: Empty

Appendix C: Common Error Messages

10. Appendix D: Frequently Asked Questions

by e AN

This documentation is best viewed with a commercial web browser
such as Opera, Arena, Mozilla or Internet Explorer.

<< Previous Section Next Sectionz>
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All other product and brand names are trademarks or registered trademarks of
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